Chapter-9
Overview of Cyber Security

Class #32

Crackers: I &d: dg Eld g, Gilfdb Computer Security 3
1> ITC secret code 1 digdbe 3&DI Security 3 F&d gl 5
Uohld & Software T 3oldb Component 1 digal ol Ufchdl
@I Cracking Ped &l T secret code ol dlgdhe computer
3T 3HB Programs DI Addlfeicd off B2 &d gl s
Password, Cracker, Trojans, Viruses, War Dialer 8cdif
afoifosd gl
Crackers: These are mainly those who penetrate the
security of the computer by breaking the secret code
entered in it. The process of breaking this type of software
or its components is called cracking. They also make the
computer and its programs public by breaking the secret
code. This includes Password, Cracker, Trojans, Viruses,
War Dialer etc.

Phishing: dZJce ol Sensitive Information T &SI &
Utd el bl hifelel  heall  godife  fIevarsi
I Phishing B&d &1 58 3feadfd Passwords, Credit Card
Details ScdTfe HAfFASd gl TE Th UdhIe bl Internet Fraud
(efe) g, fTAdRA User Bl Ighide 3d At Credentials bl
oTCd T fosar AT gl
Phishing: Trying to obtain sensitive computer information
fraudulently is called phishing. This includes Passwords,




Credit Card Details etc. This is a type of Internet Fraud, in
which the user is deceived and all his credentials are
obtained.

Spam: IJg T Udhl¢ & Messaging Systems bl G&UTIT &,
fAidh 3fodfd Unwanted Messages @1 E-mails & &U &
81T oT1dT gl

This is a kind of misuse of messaging systems, under
which unwanted messages dre sent in the form of e-
mails.

Spyware: ZUTSAIE Teh ST dTIed g1dl 8. Til I8 &2 3o
fSaTseIel A 7T BT &, Tl SCeolc & ulel ald &. a7 3ol fSaTsad
& geToie BT TIWT fahdT oiTdT 2. S8 TUTSad SefesT hgl ol
g, Xifs A e MU UB 3MUd HEs®, oucid oleft
f3aTsdiel & 3TUht SATeTchblel Aiet Thedl & 30 B TATeIchldl
38 ONIE dob UgddT g oTgl & g el fobar ol TEl §
|[Spyware is an espionage virus. Which can go to almost
every device which is connected to the internet. Or
internet is used in those devices. It is called spyware
because it steals your information from devices like your
mobile, laptop without asking you and reaches this
information to the place from where it is being controlled.

TATSATE 1 2[&3MTd a5l 22 (How did spyware start?)

ST &[&H3MMd 1995 5 3ATH-UTE g8, WBfdbel T 19T ol oTotel i
dTd Uge> 2006 H HTAT. Td 5 TTgdUE bl Internet Explorer
311 ATSHIATIE Windows Operating System 3 Hlolg Ul




IAT. e g&db HIEUT Windows Operating System & HB
dohofidb! ITSafSdi Blol Mt BTesifdb &l i microsoft Ui of
EGil gl e fosar o |

It started around 1995, but it first came into public notice
in 2006. When this spyware was found present in Internet
Explorer and Microsoft Windows Operating System. When
due to this some technical glitches started occurring in
the Windows Operating System. However, later Microsoft
company corrected it.

TTSdUE & UhIE (Types of Spyware)
A aTsed dd dl e deg & Eld & el IS &U & T UhTe &

gId € (There are many types of these viruses but mainly
there are four types) -

. TSdUe (Adware ),
. &I ®IIE (Key Logger)
. faecd dlfoiced (System monitors),

. GfdbIT pehivt (Tracking cookies),

Adware: Ug Tdh Tl software package § Uilid
Advertisement 1 Zdd: gl gdhs-¢hs de Screen Ue fzTdr
g1 8& 3ifdepierd: Unwanted Advertisements o1 feaTal &b
f>u SEAATS fasan Irsl] gl

This is a software package that automatically breaks the




advertisement into pieces and shows it on the screen. It
is mostly used to show unwanted advertisements.

Keylogger: Keylogger T BT program &ldl g Gl ot Faft
Keystrokes 1 record &edl & B computer 3. d THT ol
& fHT Th User & Input bl monitor dedl g 31 A1 H Th
log & maintain &edT g d8ft keys T fAd bl press fhAT A,
2d log DI TH file A save oe @1 H1dT & a1 fhe &L
machine I AT fSAT ATAT 8 Th network o gl AT Internet
Cil I
Keylogger is a program that records all the keystrokes in
a computer. To do this, it monitors a user's input and also
maintains a log of all the keys that are pressed. This log
is saved in a file or sent to another machine through a
network or over the Internet.

Keylogger programs i 3{arR&e gl Ald] g spyware dXfd
dl wTeTde 2ol &h¢ 28 &1d & feell User o HIsTahTdl o &l didesd
ot User ol I facscpes afft oTet UdT gidT g ohl dls keylogger
program background & run HZ &I § U oTEl |
Keylogger programs are often called spyware because
they mostly run without the user’'s knowledge. This means
that the user does not know at all whether any keylogger
program is running in the background or not.

gog ST J[d ddldb & install oft fasaT I1dT € hackers &
gTeT, faAdd bl dl Teh user & computer @1 spy B db, &Tef
A I off 1ol T hT Teh user 3T A AT typing B TET & |




These are also installed incorrectly by hackers so that
they can spy on a user's computer and also know what a
user is typing.

System Monitors- System Monitor Tch TsddE WA g Gil
UT9- 319 faatTuet 31T 3/ed 3/difsd fasiuel Uefeld dedl g ol
3ol dTsc! & 3cool ofgl gld & folog 3T 1391 e 28 &l
System Monitor is an adware program that displays pop-
up ads and other unwanted advertisements not
originating from the sites you are browsing

Tracking Cookies - ¢fd51 pahivt Teft pahivt gl € oit ar
SUTNTehdl o dd §I3uTe UL 3 dadisc grel aT favedt diere ue
g1 dc i ATt &1 T Fpoblol IUANThdfl &b 3HTeicdIsel g
I ¢ PHedl & ATolt JoThl STl Thd dhed! g, vid foosep,
Fdlerdt urerfaehdie, feargd fafaider, wairel 3ile &l gfdgrd|
Tracking cookies are cookies that are either set on a
user's web browser by the website they are on or by a
third party. These cookies track the user's online
behaviour i.e. collect their data, such as clicks, shopping
preferences, device specifications, location, and search
history.

Rootkits: Ig TP UbIZ BT Malware & fATd grer foseft
Computer System d administrative level &1 control YTt

o1 ATl & I SeTeht TTlatabre! faseft ol aff S8t Eicfl &1 Rootkits
®1 foicbisell 8¢ difedbes glal & dol defl-opsft gufa:
Operating System & reinstall i aff 3aedehar gidt 8l




This is a type of Malware, through which administrative
level control is achieved in a computer system and no
one is aware of it. Rootkits are extremely difficult to
remove and sometimes require a complete reinstallation
of the operating system.

HFET FeeT FFdlotld AlA®Idl (Computer Security

Related Information’s)

1. Proxy Server: Proxy Server @I “Proxy or Application-
Level Gateway” aff gl TTal €1 U User T Server &
HeY B hedl g1 Tg Network & &El Address bl Hide
Hedl g 3l dedd A 3HTol-ulel dies d8ft Messages @1
Intercept dedl &l
Proxy Server is also called “Proxy or Application-Level
Gateway”. It works between the user and the server.
It hides the true address of the network and
intercepts all incoming and outgoing messages on
the network.

2. Application Gateway: Jg P Specific Applications
UZ Security Procedure ol &) @hedl gl 8ol Specific
Applications & File Transfer Protocol del Telnet
Services oIS dfedferd &l
It implements security procedures on some specific
applications. These specific applications include File
Transfer Protocol and Telnet Services etc.

3. Time Bomb: T Software T fg&d g, Tiifas fdsed! fady
GiCiE) e Active grdr gl




It is a part of the software, which is active at a
particular time.

4. Logic Bomb: Ug T Code EIdl 8, fdd Computer
Memory & TITel-ggTehe STe3T ITdT gl Gilfh Favorable
Conditions o fdcsd gl glfeibleds &U & dfchd &l oiTd &l
I Code 3MUeil Duplicate ddTE ddal A Tefd olgl &id &l
This is a code, which is deliberately inserted into the
computer memory. Which become harmfully active
as soon as favorable conditions are met. These
codes dare not capable of creating their own
duplicate.

5. Patches: Ig Software oI Tdh CAT HIT gidT § fad 3
Software # T ohial & AT Tl ol gl
This is a part of the software which is created to
improve that software.

6. Masquerading: S&d Attacker Valid User Elol bl
Acting @2dl g 9 lllegal U & fAeINTfEIchTE Ut e ool
gl
In this, the attacker acts as a valid user and acquires
privileges illegally.

Securing Browser — Uid 3T Socolc Ue fobefl dadise ue
fafdc ted & dd fobddft of fobeft SIT3uTe ol EaHTS heoll Usdl
g Uil - Google Chrome, Mozilla Firefox, Microsoft Edge
etc. UTd &1 SlI3uTe b1 SdATe hed & al g1 Seich! geell o aff
eZTel el ElIRY |
When you visit any website on the Internet, you have to
use some browser like Google Chrome, Mozilla Firefox,




Microsoft Edge etc. When we use the browser, we should
also take care of its security.

HTTP (Hyper Text Transfer Protocol) — Tig aft 30 fasef!
dgdrse U2 fafad ded & al T13u1e Tad ¢ A JUC &8s A
3MUal http AT https GET VT | TS Bacs http EidT & I8
dedige  sfdes  gefald ot AT Wit g |

Whenever you visit any website, you must have seen http
or https on the left side of the browser address bar. A
website which has only http is not considered more
secure.

HTTPs (Hyper Text Transfer Protocol Secure) - fAd
dadTee T https 8t E1dT 8 38 U< SSL (Secure Socket Layer)
1 e gldl & fAddh! dutg & gute ol tlelhIdl ol bl 3i1¢
STgl YRl ADAT g |
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Any website that has https is protected by SSL (Secure
Socket Layer) due to which no one else can steal the
user's information.

Incognito Mode (Private Window)- §T3vTe i gA Ulgde
ST3A9T BT oft 3Rl T TTdT & foldidh TddTes & & Ulsde
T3 Be Thd &, SH TI3fAI fgedl A Ser dd oTel aldi & |
We also get the option of private browsing in the browser,




using which we can do private browsing, in this the data
is not saved in the browsing history.

Clear History—oTd 8ft 3T SI3fAIT Hed g, 3ITUhl FI3vie
3MTeh! ST3feAIT feedt bl &d e odl & 3id: U] HAYT T
e gfiyr gt @ fédle hed egam dIfEe |
Whenever you browse, your browser saves your browsing
history, hence you should keep deleting the browsing
history from time to time.

Cookies — Cookies d WIS gldt & Uil dgdTSe dd SI3vle Ue
dd thech 28 ol & | 83Ul S13uTe & Cookies b1 aff T
dAg Ug  foodge  @ded  Tgel  difgt |
Cookies are files that a website saves on a web browser.
We should also keep clearing the cookies in our browser
from time to time.

Tracking Protection — SI3fUiIT dhed AT TS 3MMUdht
GITGTehIdl bl of8 UTet TdTsse ol Aol dchdl g fiidd adal &
fST 3BT ¢fdbaT Wiearelel ol hiae f&ar ordr g faad 3y
3T FT3FAIT STel BT o/ urel daaTse & glel &b gl & 2idh
dbd g |
While using, the website may send your information to
the third party provider, to avoid this, you are given the
feature of tracking protection, through which you can
prevent your browsing data from being tracked by the
third party website.

Securing Email and Social Media Accounts (8 3iie
aerss T sfamr3e gefeld bea)




Two Step Verification (2-%U dRftsdsera): sihric ol
ATl & AT IR AT Uges dl g-Tharee 3ffeifedhers &
GIfeT AT deatl oiedt EidT 81 fobef! 3ihr3e & dTgel 5of dhed
T YD ST AT, A3, Plol hled b GIISC Ugdlal 2 d2
ISRTE Sheefl EI9fTI 3PS 3Tl Uges & I olgl fabaT g3 g al
3T &t 3iToTeaTEal 3hTIC i Teh ST Foldes de dahd ol
You must first purchase a credit card through two-factor
authentication. While signing in to any account you will
have to verify 2 times through text message, mail, phone
call. If you haven't done so before, you can open an
account online for free.

Keep mobile apps up-to-date (ST B &I 3(T -§-§E
e): AR Allg W ol 3Usc &l dUMfeCl sdd 3HTUdb
thlol <t eell vaTel §6 Uildt g1 BY SaeUe gHel CW ol ot
Fdel A 3USC 3T AW 2ol & [T P& of HB oAl hed 2ed
&1 T 9 3MUh! Ug HfATAd ool AT b 3T el T &I
B3CEC Tutol BeddTes the T8 gl Sd 31U gchdl bl BU b UIfeT
Wlel db  Ugdel Bl Hldl ol Gd Bl
Mobile apps should always be kept updated. This
increases the security of your phone. App developers are
always doing something new to keep apps updated and
safe from new threats. In such a situation, you should
ensure that you are always using the latest version of the
app. With this you do not give hackers a chance to
access the phone through the app.

Pay attention to safety on public networks (Ufe5b sicddh

U2 AUC! Bl eTaT ©) : & & o 3ffSkdsde BTl ol Ul aTg-Whre




STAHATS heoll UG 8, Bfdbal 3MUD! S o[chellel ol aff
STeTell Tad! g1 Aid off 3iiUet sicadh ot aTd gt & df 3aTahT
gedaTes daft e dAhd g1 Tl i Tdel gl ol Hafidel off 76
STt 81 B & oI dch 9gd waTel o&el of 8 dd dob fobedt off
31Ul slcdd T SEAdNes olel dheall dTfeCl IT fihe Tided Us
al 8 Glelel holare glal e foluft 3{ahT3c ohl BI9Tgel olgl dheall
IR

Most of us like to use free Wi-Fi, but you also need to know
its disadvantages. Whenever we talk about open
network, everyone can use it. In such a situation, the
possibility of danger also increases. In such a situation,
one should not use any open network unless it is
absolutely necessary. Or if necessary, one should not
login to the personal account while connected during
this period.

Have a separate email for social media (&1ers fifdar s
AT 3[BT A FAS ¢&): ATA Uges 3MUh! UG EAToT Goll AT
fd> 31T g2 31k & &efeld ofél 28 dohd €1 37leT & fds 3TUch]
dleres ST 3fepT3e &b gl IT 3 ghef of MU Taicd &
HSBIS i gl 3FTE AT Tieres AT & fBT 39T SA®
STAHATS hed & dl Bl A gabdf o UTH 3HTUch! folufl TTefeprdt
S S glees, Uefoles gdies 3MTfe oTet uga urevftl et Uohre ol
G B STAHAS hedb 3T 3iTeidI8al AUCT Bhe Abd &l
First of all, you should note that you cannot be safe from
every attack. Suppose your social media account got
hacked and hackers compromised your email. If you use
a separate email for social media, then hackers will not
be able to access your personal information like bank




details, personal email etc. You can maintain online
safety by using these types of things.

Changing account password from time to time (Fdd
AT UL 3[hT3C UTIde dcodd 2goll)- & 3ol 5-H AhI3T
T 3o Aleres Hif$dT 3(h13e bl UTdds dad &Y UL d6od
Z&oll TTfeC | hdl & ohd 90 fail 31ef 3 HIE A §H 3Tl Udde
EEY) Sl Bl
We should keep changing the password of our e-mail
account and other social media accounts from time to
time. We should change our password at least after 90
days i.e. 3 months.

Cyber Security & dAgcdquf erscIai-

1) Cyber Security

2) Network Security

3) Threat Security

4)SSL (Secure Socket Layer)

5)TLS (Transport Layer Security)
6)IDS (Intrusion Detection System)
7)IPS (Intrusion Prevention System)

Hacker (86¢):

1. Black Hat Hackers- Black-hat Hackers bl Tdh
3faifdeb gobe (Unethical Hacker o &Y & 8ff HTeTl GiTaT
gl B8 d¢g b Hackers Hce fdecd U oecadh ol
BHAGIE BT UdTl B HTh! IT 3HTYb Organization
Pl SIheTel UEdT &chd &1 A BI9T 3(Uel Zad & 3def 5831




HI Ud dal & v fhdcd B gh PHed &l
Black-hat hackers are also known as unethical
hackers. This type of hackers can cause harm to you
or your organization by finding weaknesses in
computer systems or networks. Let's hack the
system to get it.

d TG el dlcs bl Ul 3 ohUfoid] dhi daeTse ol
G&d & 3T U AT ShIeT TIE ol TATelehle! YeId &l 52 de
& &b 3MMUh Important Data bl g e ITdH deos
Od 9T Helfeld a1 oice sft e Hbd &l &3 &c afdbvl
3del g 3¢ CAT el lelell dig UL 3T gl
They find websites of banks or other companies with
weak security and steal money or credit card
information. Such hackers can hack your important
data, modify or destroy it and demand money in
exchange for it. Black hat hacking is illegal and doing
so is a legal offence.

. White Hat Hackers-White hat Hackers o1 Ethical
Hackers & &4 & oft ATST ATdT €1 White hat Hackers &
foheft aafch I faheft Organization @1 g &del oTat gidl
& TRilfds Ig i1 fobelt bl oJehelal UgdTal & ST ot
Hed |

White hat hackers are also known as ethical hackers.
White hat hackers do not pose any threat to any
person or organization because they do not do this
hacking to harm anyone.




White hat Hackers 32fl ddoflch bl geddles dbed &
[T hT STAHATSH &b ¢ ghd ded &l d e &l &b
off Bed & fdpel I Fac 3 AT BT &b BHe Thd &
A faeca 61 geam BT Udtev ded & ST 3Iog Id
fEecal UT AAHTSC Dl geb ol b eldlfd Aol 1 d
el 3Me TSt YuTTest ot TeelT U eTel bied dhed &l
3112 ST White hat Hacking b1 ohigall oblg 3Terel
STg] ATl oTaT g

White hat hackers use the same techniques as black
hat hackers. They also hack the system but they can
only hack the system which allows them to hack that
system or website to test the security of the system.
They focus on security and protection of the IT
system. And that is why White hat Hacking is not
considered a legal crime.

. Gray Hat Hacker- Black hat Hackers 3{lg White hat
hackers & &1 Gray hat Hackers 3ft 81d 8, Gray hat
Hackers @1 Hybrid Hacker gl ATdl g | Gray hat
Hackers fabefl aff faieed Bl g Be dahd § 8icy gl Joldh
qrel faiecal ot eall ol UdTeruT dhdel i 3ioldifd of &l
>fdhol 9 poft off e ot et STl BT AT fdced o

S{chelTel ofgl UgaTeatl I gc gfchT ol deft-phaft drefft
&0 4 ®f fhar adr g s pof-weft ol
There are also Gray hat Hackers between Black hat
Hackers and White hat hackers, Gray hat Hackers
are called Hybrid Hackers. Gray hat Hackers can




hack any system even if they do not have permission
to test the security of the system but they will never
steal money or harm the system. Gray hat hacking
is sometimes done legally and sometimes not.




